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Businesses often express concerns about security when they consider the software-plus-services 

(SPS) model for key communications and collaboration applications. Security when accessing, 

storing and retrieving an organization’s data is of paramount importance, as is the privacy of that 

data within the online service environment. After reviewing common concerns around security and 

privacy, this white paper describes how the Microsoft concern for security, as defined in the 

Trustworthy Computing initiative, has driven key features in the design, deployment, and operation 

of the Microsoft Online Services SPS environment. 

For the latest information on Microsoft Online Services, please visit Microsoft Online Services. 

 

 

Security is critical to our customers. Online services from Microsoft were built from the ground-up 

to be more secure by design, secure by default, and secure in operation, validated by Cybertrust 

Certification. 

– David Thompson, Corporate Vice President, Business Online Services Group, Microsoft Corporation 
 

http://www.microsoft.com/online/default.mspx
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Introduction: Why Software-Plus-Services? 

Key communications software represents a considerable expense for small and medium-sized 

businesses. Along with the obvious costs of licensing the software and providing the required 

hardware environment, there are less immediate costs including maintenance, technical support, 

delayed time-to-market, and the requirement for specialist administrative staffing. For most such 

businesses, communications and collaboration services are not a core competence, and divert 

resources from bottom-line operations. 

Software-plus-services (SPS) offers an opportunity for businesses to use software they need 

without operating and managing it themselves. Expensive and complex server support can be 

outsourced to services operated over existing broadband Internet connections, and services can be 

quickly and easily configured with low startup and software licensing costs. Hardware and software 

maintenance becomes the responsibility of the SPS vendor, while businesses can focus on core 

competencies rather than on technology. 

In many cases, businesses already have a considerable existing investment in desktop applications. 

With Microsoft Online Services they can choose to offload back-end services for those applications 

to online e-mail, Web, and communications servers. For many such applications these back-end 

services have the added benefit of supporting browser access, offering users access to their data 

wherever an Internet connection is available. 

Some SPS services, such as those offering e-mail filtering and anti-spam features, are dedicated to 

enhancing security. But security of the service itself often remains a major concern for businesses 

considering entrusting their data and day-to-day operations to a SPS vendor.  

The following sections describe how Trustworthy Computing, the core commitment at Microsoft to 

build software and services that better help protect customers and the industry, has been built into 

the Microsoft SPS initiative. 

 

Common Security Concerns 

Mission-critical data seems intuitively more secure in-house than it might be if it was stored on 

third-party servers and shipped across the Internet. Furthermore, in an online service environment 

organizations may be concerned about the consequences for hosted data if the service hosting 

platform itself is subject to attack.  

Service continuity is also an issue. Some scenarios involve data loss or unauthorized access, but 

there is also the potential for loss of revenue if critical services are unavailable due to a breach in 

security. 

Microsoft takes a holistic approach to securing the SPS environment, deploying security measures 

for the following three key components of the service: users and administrators, the software that 

drives the service, and the hardware and software that make up the service hosting environment 

itself.  

¶ Users and administrators. The most publicized threats to users and administrators of the 

service involve the transmission of data between the business premise and the online 

server. These “man in the middle” attacks enable eavesdropping, data substitution, and data 

replay scenarios. Users must have confidence that their sessions are secure, without a 

requirement for complex or intrusive security efforts on their part. 

¶ The software driving the service. Applications themselves may also be subject to risk, 

especially if they haven’t been specifically designed or configured for use in a SPS 

environment. Applications and services must be designed and engineered with security as a 

fundamental operating principal. 

 



 

¶ The hardware and software hosting environment. The service platform itself must 

reduce security risk by having security designed into network components, redundancy and 

failover systems, directory and Web hosting services, and data storage operations. Another 

key concern in the hosting environment is the physical security of the vendor’s facilities, and 

the quality, reliability, and training of its administrative and operations staff. 

This white paper describes how Microsoft Online Services addresses these concerns with proven 

technologies that help businesses stay more secure while they capitalize on the benefits of 

software-plus-services. 

 

Microsoft Online Services Offerings: Creating a More Secure Environment for SPS 

Microsoft hosts and operates Microsoft applications and services from a tried and tested Microsoft 

Windows Server®-based platform. Business users and administrators use familiar applications to 

access their chosen services. The applications operate over secured   communications wherever 

Internet access is available. The complexity of managing and securing those applications and 

associated data is handled by Microsoft.  

Microsoft Online Services offerings include: 

¶ E-mail and calendar – Microsoft Office Outlook® 2007, used in conjunction with Microsoft 

Exchange Server 2007, offers a rich Outlook experience.  

¶ Document collaboration – Microsoft SharePoint® Online offers a platform on which 

employees can work together on documents, manage projects, and use instant messaging 

to communicate with their team. 

¶ Exchange Hosted Filtering – Provides e-mail filtering for spam and virus elimination. 

¶ Microsoft Office Live Meeting – Hosted Web conferencing service that allows employees 

to conduct live, interactive meetings, events, and training. 

¶ Archiving and continuity services – Maintains an archive of your e-mail messages to 

enable users to rapidly search and restore items, and help provide continuous e-mail 

availability for organizations.  

 

Security for Users and Administrators 

It is important to provide end users and service administrators with features to help secure their 

online service sessions. And the less user-intervention that is required, the more likely it will be 

that the organization as a whole will remain as secure as possible.  

 

The Sign In Application 

Organizations who subscribe to Microsoft Online Services can distribute a Sign In application to all 

users. The Sign In application manages the process of providing passwords and signing in to each 

of the component services to which the users’ organization subscribes. The tool provides a simple 

launch pad for applications, and provides an easy-to-use first-run experience; it simplifies the use 

of strong passwords, and uses single sign in to avoid users being prompted for passwords multiple 

times during their Microsoft Online Services session.  

The goal of the Sign In application is to enhance security by simplifying compliance with security 

procedures and minimizing the complexity of any required user intervention. For example, when 

users are required to enter a new, strong password, a visual feedback mechanism indicates the 

relative strength of the chosen password as it is typed. If the password is not acceptable when 

compared with the strong password rules currently in place on the back-end service, helpful 

messages guide the user to create an acceptable password. 

 



 

Applications Maintenance 

Periodic security checks on the client side are important, and for this process to be effective, all 

associated tools and applications must be up-to-date. The Sign In application works alongside 

Windows Update to ensure the latest e-mail client software versions, along with most recent 

security enhancements, are running at all times. 

When users log on to Microsoft Online Services, the Sign In application retrieves the current 

required configuration information and checks this against the configuration on the user’s 

computer. The Sign In application warns users whose computers have configuration errors or 

mismatches, and offers an opportunity to fix problems with little or no further intervention.   

The Sign In application itself must at all times be current, and will not allow users to log on until it 

has been automatically updated.  

If an individual application is out of date and can no longer be used with the service, the Sign In 

application warns the user that the application may no longer be able to connect to the server and 

must be updated.  

A key feature of the applications maintenance process is that it is as simple, automated, and as 

transparent as possible.  

 

Security for Data Exchange 

Data exchanged with Microsoft Online Services uses the Microsoft implementation of the industry-

standard Transport Layer Security (TLS) protocol. TLS helps secure data at several levels, providing 

server authentication, data encryption, and data integrity. Because TLS is implemented beneath the 

application layer, it is a passive security mechanism that does not rely on additional steps or 

procedures from the user. This allows client applications and their users to have little or no 

knowledge of secure communications and still be better protected from attackers. 

These features help secure data from incidental corruption and from malicious attack, and are 

intended to avoid common Web-based threats. 

Client computers use familiar tried and tested applications such as Microsoft Outlook and Microsoft 

Internet Explorer® to administer and use Microsoft Online Services. Security for these applications 

is supported with 40-bit to 256-bit negotiated TLS connections, with stringent password policies. 

Microsoft uses VeriSign’s Managed public key infrastructure (PKI) service for TLS keys managed by 

the Microsoft Online Services operations team.  

Microsoft actively monitors its global network, and uses custom traffic analysis tools to measure 

both normal and abnormal network traffic trends for early signs of potentially malicious activity. 

 

Security for Client Applications  

Secure practices for any Web service begin with the client applications that are used to access the 

service.  

Microsoft Office provides new methods and features for helping to manage application and 

document security. The following security-related features in Microsoft Office help establish a more 

secure client-side environment: 

¶ Macro security: Helps control the activation of executable code embedded within a 

template, document, workbook, presentation, Project plan, and in most cases objects 

connected to these storage files through an OLE link or Dynamic Data Exchange (DDE) 

connection. 

¶ Certificate revocation: Office applications check each executable every time it is loaded 

and before it runs for a current, valid certificate. This provides centralized control of these 

executables, which can be prevented from running on all client computers by revoking their 

certificates. 

 



 

¶ Trusted sources: Digital signatures control and authenticate installation and execution of 

client-side applications, scripts, and controls. 

¶ Microsoft ActiveX® controls: Extensive configuration options are available to control how 

automated behaviors access, store, and exchange data.  

¶ Password and encryption: Helps protect documents, attachments, and shared spaces. 

¶ Privacy options: Remove user and organization-specific data from documents. 

¶ Rights Management: Enables administrators to configure Microsoft Office applications’ 

features for all users or groups of users – including the security options described in this list. 

 

Developer Tools and Services 

Microsoft’s commitment to produce code that is more secure extends from its own internal policies 

and procedures into the developer community at large. Developers build applications using the 

common language runtime and the .NET Framework, which facilitate the use of cryptography and 

role-based security and provide classes and services that enable developers to easily write more 

secure code. These classes and services also enable system administrators to customize that code’s 

access to protected resources.  

 

Archiving for Business Continuity 

A key aspect in securing business operations is the maintenance of those operations in the event of 

applications failure or data loss. Access to the e-mail service and to historical e-mail transactions is 

important both to business continuity and for legal compliance requirements. 

Microsoft Online Services include a hosted archive option, offering advanced message archiving and 
compliance tools for e-mail, instant messages, and Bloomberg mail. This hosted archive has the 
following features:  

¶ Convenient access: As a business continuity tool, the archive can be accessed by e-mail 
administrators and end users, to recover messages that may have been lost or deleted from 
the primary e-mail environment.  

¶ Continuous receipt of mail: If normal delivery of e-mail is blocked because the primary 
mail environment is down or the corporate network is unavailable, the hosted archive 
continues to copy messages to the archive. The original messages are queued, and are then 
delivered once the primary e-mail environment is restored. 

¶ Fully indexed database: As messages are archived, each one is full-text indexed with the 

metadata, message body, and any attachments stored in the database. All database servers 

have fully functioning standby databases secured in a separate facility. Each primary 

database regularly ships transaction logs to the corresponding secondary database via 

Secure Shell protocol (SSH), and a regular, formal backup schedule ensures redundancy for 

customers’ archived data. 

 

Role-based Access to Archived Material 

Role-based security is a feature of Windows Server operating systems and services, allowing 

centralized management of security features for individuals and groups of individuals within an 

organization. Assigned roles ensure that only specific groups of users are granted specific sets of 

permissions, so that the least privileges can be granted for any specific operation. 

For example, the following table illustrates how role-based security controls administrative access 

within the hosted archive service by providing a high level of granularity in associating privileges 

with user roles.  

 



Roles and Permissions Used in the Hosted Archive 

 
Role Description 

Compliance 
Manager 

Can view all user e-mail messages and run all reports. Can update 
any account. 

Compliance 
Operator 

A less privileged role than that of the Compliance Manager, this 
person can configure supervision rules and run basic reports. 

External 
Compliance Auditor  

Designed for a party outside of your organization who will review 
messages of individuals that require supervision.  

Technical 
Administrator  

Can view own e-mail in its entirety, as well as the header 
information for all other user messages.  

Technical Operator A less privileged role than that of Technical Administrator. Can also 
run some basic reports. 

Monitor  Allows a Supervisor to view assigned subordinate messages. Can 
only be assigned to individuals who are assigned the Supervisor role. 

Monitor Operator Has limited access to user e-mail messages, to help search 
messages. Cannot view the body of messages; can tag message 
results for another person or share the results in a folder with 
another user.  

Supervisor Can review captured e-mail, instant messages, and Bloomberg 
transcripts of subordinates that require supervision.  

HR Manager Can run some basic reports and assign delegates.  

Role Manager This supplemental role is intended for end users who already have 
administrative rights. Enables these users to assign roles to other 
users. 

Security Officer Must log on before any user can access the e-mail messages of any 
other user. 

Worker Default role with the fewest number of privileges. People assigned 
this role can only view their own archived messages.  

 

The Microsoft Online Services documentation provides detailed information on the mapping of roles 

to specific functions within the hosted archive. 

 

E-Mail Administration 

There are important distinctions between securing data, applying policies that determine how data 

is stored and handled, and maintaining data privacy. These three features combine to create a 

more secure service. 

 



Security 

Spam and viruses are among the most publicized security risks, and vigorous spam filtering is 

enabled by default in Microsoft Exchange Online.  

In addition, custom spam filter management enables an organization’s service administrators to 

select various content attributes of a message that either increase the spam score (the potential for 

the message to be quarantined as spam) or absolutely quarantine messages containing specific 

attributes. Source and destination IP addresses can be explicitly blocked, and message headers, 

content, and attachments can be checked for common security risks. Each of the following checks 

may either raise a message’s spam score, or directly mark the message as spam: 

¶ Image links to remote sites 

¶ Numeric IP address in URL 

¶ URL redirect to other port  

¶ URL to .biz and .info Web sites  

¶ Empty messages  

¶ JavaScript or VBScript in HTML  

¶ FRAME or IFRAME tags in HTML  

¶ Object tags in HTML  

¶ Embed tags in HTML  

¶ Form tags in HTML  

¶ Web bugs in HTML  

¶ Words that are in the sensitive word list 

¶ Forged addresses (defined by the Sender Policy Framework protocol)  

The e-mail filtering service notifies administrators when it has classified messages as spam. 

Administrators can review those messages, or enable their users to review some or all of their own 

blocked messages.  

 

Policies 

Administrators can refine the behavior of e-mail filtering based upon a broad set of policy rules 

available to them in the hosted e-mail administration center. Both inbound and outbound messages 

can be blocked, redirected, or otherwise modified based upon content, attachment, or message 

fields.  

Policy filtering offers extensive options, including searching compressed file attachments, 

decrypting and encrypting messages, and blocking executable content. Regular Expression (Regex) 

rules enable sensitive data such as social security numbers or credit card information to be filtered 

out. You can assign an expiration date to any rule, and a “test” function allows you to assess the 

effect of one or more rules before you apply the new policy to your domain or organization. 

 

Privacy  

Microsoft regards customer data as private and will take reasonable and customary measures to 

help protect the confidentiality of customers’ e-mail.  

Transport Layer Security (TLS) protocol helps protect messages against tampering or unauthorized 

access while in transit. Also, when messages are stored (as part of the archive service), access 

controls are applied to all stored messages to help prevent unauthorized access. 

In addition, hosted services benefit from privacy policies and procedures that are built into software 

development and deployment processes at Microsoft. Security Development Lifecycle (SDL) 

standards provide a set of guidelines for the development and deployment of Microsoft consumer 

software, enterprise software, and Web services.  

More information on privacy efforts is available at the Microsoft Trustworthy Computing Privacy 

Resources page. 

 

http://www.microsoft.com/mscorp/twc/privacy/resources.mspx
http://www.microsoft.com/mscorp/twc/privacy/resources.mspx
http://www.microsoft.com/mscorp/twc/privacy/resources.mspx


Security for the Service Software 

A major challenge for all software vendors and systems integrators is to create more secure 

deployment that offers administrators and users less burdensome security management and fewer 

updates.  

 

Security for Hosted Products 

Product security, meaning the inherent security of applications at the foundation of the service, is 

sometimes overlooked. The Microsoft Trustworthy Computing Security Development Lifecycle (SDL) 

is a process that Microsoft has adopted for developing software capable of withstanding malicious 

attack. SDL adds a series of security-focused activities and deliverables to each of the phases of the 

Microsoft software development process. Consistent application of these practices ensures that the 

software driving the Microsoft Online Services is more secure, more easily deployed in a secure 

manner, and requires fewer updates.  

SDL activities and deliverables include:  

¶ The development of threat models during software design. 

¶ The use of static analysis code-scanning tools during implementation. 

¶ The conduct of code reviews and security testing during a focused pre-launch security push.  

Before software subject to the SDL can be released, it must undergo a Final Security Review by a 

team independent from its development group. An overview of SDL is available from MSDN. 

 

A Hardened Hosting Platform 

The servers that make up the hosting platform provide specialized services such as DNS, firewall, 

database, directory services, SharePoint Online services, and e-mail roles. Overall platform 

hardening includes removing or disabling unnecessary services on each computer, and also 

segmenting the network to ensure that each service is exposed only to the network traffic 

necessary for its function. Ongoing, comprehensive platform hardening includes: 

¶ Determining which services must be active, which services need to run when required, and 

which services can be disabled. 

¶ Managing network port filtering in combination with the Microsoft Internet Security and 

Acceleration server (ISA). 

¶ Limiting Internet Information Services (IIS) Web extensions on Web servers. 

¶ Reducing protocol exposure to the server message block (SMB)-based protocols, NetBIOS, 

Common Internet File System (CIFS), and Lightweight Directory Access Protocol (LDAP). 

¶ Creating useful and efficient audit policies that capture the events of interest. 

 

Specific Risks and Mitigations 

Microsoft Online Services offerings share a common client communications layer that provides 

security measures against common forms of network-based attack. This feature provides a high 

level of integrity and privacy by taking a three-fold approach to client-server communications that 

help secure the identity of the parties, the resultant connection, and the data carried across the 

connection. These features help avoid man-in-the-middle attacks, can prevent visibility of traffic to 

third parties, and can avoid attempts to alter data while in transit. 

In addition, Security and Acceleration (ISA) Server security features built into Microsoft Online 

Services avoid many potential attacks by providing physical separation between external and 

internal network segments, and a set of policies that govern communications across that 

separation. ISA flood mitigation options block brute force attack attempts by identifying and 

preventing too-frequent HTTP requests from the same IP address. Specific ISA server configuration 

options minimize the attack surface, and support centralized policies to harden the system against 
unauthorized access.  

http://msdn2.microsoft.com/en-us/library/ms995349.aspx


 

Connections may be further protected by Kerberos authentication, enabling client and servers to 

each prove their identity before the connections are established.  

A well-known risk is from viruses, spyware, and other threats to the customer’s data that may have 

been introduced while the data was outside of the Microsoft Online Services network. Although this 

risk may or may not affect the security of the online services themselves, it does represent a threat 

to the overall availability and integrity of customers’ data. Microsoft is committed to providing tools 

and processes that help provide complete, end-to-end security. As an example, Microsoft Forefront 

Security, deployed on the edge servers in the service network, provides greater protection against 

current and emerging malware by scanning all documents uploaded to a SharePoint site before they 

enter the data center.  

 

Maintaining Accountability  

Microsoft Online Services helps to monitor and maintain security measures through:  

¶ Quarterly third-party security audits: These help ensure that the security measures are 

up-to-date and effective.  

¶ Regular penetration testing: Provides an additional level of feedback to administrators. 

¶ Proactive deployments of countermeasures for potential threats: Act as a key part of 

Microsoft Online Services operations best-practices. 

 

Security for the Hosting Environment 

The hosting environment is composed of computers, operating systems, applications and services, 

networks, operations and monitoring equipment, and specialized hardware, along with the 

administrative and operations staff required to run and maintain the service. The environment also 

includes the physical operations centers that house the solution and which themselves must be 

secured against malicious and accidental damage. 

 

Key Architecture Design Points 

Built upon the solid foundation of Windows Server 2003 operating systems, the Microsoft Online 

Services architecture takes advantage of centralized security, management, and operations 

features in Microsoft Windows Server, both for the back-end services platform, and for the 

networking features that help secure client communications. 

 

Back-end Infrastructure and Network Features 

Centralized security policy management is a mature technology that has been a longstanding 

feature of Microsoft hosting solutions, such as the Microsoft Solution for Windows-based Hosting 

and the Microsoft Solution for Hosted Messaging and Collaboration. This is an example of how the 

Microsoft Online Services platform benefits from the years of experience gained by Microsoft and its 

partners in designing, building, and deploying Web-based platforms for hosting services such as e-

mail, messaging, Web-based meeting and collaboration services, SQL databases, and Web sites. 

At the interface with the public network, Microsoft uses special-purpose security devices for firewall, 

NAT, and IP filtering functions. Functions at this layer include Denial of Service (DOS) blocking, 

Intrusion Detection Systems (IDS), Secure Sockets Layer (SSL), and initial access/certificate 

validation. The edge of the service network houses those servers and services that provide first 

level authentication, application proxy services (that is, ISA 2006), and load balancing.  

The back-end network is made up of partitioned LANs for Web and applications servers, data 

storage, and centralized administration. These servers are grouped into private address segments 

behind the load balancers.  

 



 

Data centers themselves are interconnected by VPN, and all administrative access is secured by 

multiple-factor authentication.    

Operations are monitored with the aid of event correlators that help administrators proactively 

manage the large amount of information generated by the network, providing pertinent and timely 

monitoring for all servers in the data center.   

 

Automated Server Deployment 

The back-end platform groups servers into units providing specific services, so that as demand 

grows, additional units can be brought online.  Configurations that are known to be good for new 

servers are deployed quickly and securely using Microsoft Automated Deployment Services (ADS).  

ADS features tools for deployment automation that allow Microsoft Online Services staff to install 

operating systems and applications to dozens or even hundreds of bare metal systems, providing  

reliable and repeatable security and auditing without administrator input. Script-driven sequences 

drive hardware configuration, operating system deployment, and application installation, so that 

sound operational practices are encoded in repeatable tasks that reduce the opportunity for human 

error. 

 

Physical Security 

Physical security goes hand-in-hand with virtual or software-based security measures, and similar 

risk assessment and risk mitigation procedures apply to each.  

Microsoft Online Services are delivered to customers through a network of global data centers, each 

designed to run 24 x 7, and each employing various measures to help protect operations from 

power failure, physical intrusion, and network outages. These data centers comply with industry 

standards for physical security and reliability; are managed, monitored, and administered by 

Microsoft operations staff; and are geographically dispersed. 

Microsoft uses highly secured access mechanisms, limited to a very small number of operations 

personnel, who must regularly change their administrator access passwords. Data center access, 

and authority to open data center access tickets, is controlled by the network operations director in 

conjunction with local data center security practices. 

In addition, third-party security assessments are performed to validate Microsoft security processes 

and to ensure that all security policies and practices are current. 

 

Data Center Redundancy 

Microsoft data centers feature automated failover that can rapidly transfer operations to alternative, 

geographically separate data centers if this becomes necessary. Failover is transparent, requiring 

no intervention from customers while service is resumed.  

 

Running the Service: Microsoft Operations and Solutions Frameworks 

Microsoft provides guidance and implementation packages for the effective deployment of Microsoft 

technologies. This guidance is clustered into two frameworks: Microsoft Solutions Framework (MSF) 

and Microsoft Operations Framework (MOF). 

MOF and MSF collect guidance pertaining to risk management into a body of knowledge called a 

discipline. Microsoft Online Services uses MSF and MOF disciplines in the implementation and 

operation of its service deployments. These disciplines improve upon conventional risk management 

schemes through the application of key principles, a customized terminology, a structured and 

repeatable risk analysis and evaluation process, and integration into the larger SPS operations 

framework. 

 



 

Risk Management 

Microsoft Online Services administrative staff adopt a visible, measurable, repeatable, and 

continuous process through which they objectively evaluate risks and opportunities. This enables 

them when required to take action that addresses the causes of risk as well as its symptoms. 

The following principles characterize the Risk Management discipline used by Microsoft Online 

Services: 

¶ Assess risks continuously. The team never stops searching for new risks, and existing 

risks are periodically reevaluated. 

¶ Integrate risk management into every role and every function. Every IT role shares 

part of the responsibility for managing risk, and every IT process is designed with risk 

management in mind. 

¶ Treat risk identification positively. Team members must be willing to identify risk 

without fear of retribution or criticism. 

¶ Use risk-based scheduling. Give priority to the most at-risk equipment, policies, and 

procedures for testing and implementing changes. 

¶ Establish an acceptable level of process formality. Success requires a process that the 

team measurably understands and uses. 

 

Data Availability 

In helping to secure the environment for customer data, corresponding mechanisms are also 

required to ensure a high level of availability for that data. In order to provide availability and 

protect business continuity, Microsoft Online Services stores customer data on clustered servers 

with redundant backup services provide by Microsoft’s System Center Data Protection Manager 

(DPM). 

Protection offered by DPM 2007 is continuous, capturing data changes with application-aware, 

block-level agents, providing Microsoft Online Services operations staff with an easy-to-manage and 

robust disk and tape data protection solution. 

High data availability provided by cluster continuous replication services (CCR) in the Microsoft 

Online Services platform is complemented by backup and restore facilities in DPM. DPM offers: 

¶ Integrated support for advanced Microsoft Exchange and Microsoft SQL Server® cluster 

configurations. 

¶ Shorter SQL Server backup windows.  

¶ Advanced SharePoint Online data protection options.  

DPM 2007 seamlessly integrates a point-in-time, database restore with the existing application logs 

in order to provide lossless recovery of Exchange, SQL, and SharePoint Online servers without the 

need for constant replication or synchronization. 
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Conclusion 

The benefits of software-plus-services are often weighed against perceived costs in terms of 

security risks, and the potential for interrupted access to mission-critical business data.  

Microsoft brings world-class experience in software design, development, deployment, and 

operations to its Microsoft Online Services SPS offering, enabling businesses to gain considerable 

cost advantages while helping to avoid many of the security risks associated with Web-based 

software services.  

Increased security in the Microsoft Online Services solution is derived from: 

¶ Simplified automated access using single sign-on. 

¶ Reduced user intervention for security-related tasks. 

¶ Automated software and service updates. 

¶ Comprehensive implementation of leading-edge, industry-standard network security and 

encryption protocols. 

¶ Mature applications designed, built, tested, and deployed according to Microsoft- 

established software development disciplines. 

¶ Field-proven service hosting platforms. 

¶ Best practices for data center design and operations. 

Microsoft Online Services offerings are designed to provide a software-plus-services environment 

featuring enhanced security and continuous access to applications and data. Increased security at 

each stage of the SPS transaction – user and administrator access, network connectivity, service 

hosting platform and physical datacenter -- helps you gain the established benefits of SPS while 

minimizing your risk. 

 

Further Information 

For further information on topics raised in this white paper, please visit the following links. 

Microsoft Online Services  

¶ Online Services from Microsoft (http://www.microsoft.com/online) 

¶ Microsoft Solutions for Hosting Providers 

(http://www.microsoft.com/serviceproviders/hostingproviders.mspx) 

Security and Operations 

¶ Microsoft Trustworthy Computing Security Development Lifecycle 

(http://msdn2.microsoft.com/en-us/library/ms995349.aspx) 

¶ Microsoft Security Central (http://www.microsoft.com/security/default.mspx) 

¶ Microsoft  Operations Framework 

(http://www.microsoft.com/technet/solutionaccelerators/cits/mo/mof/default.mspx) 

¶ Security Services built into Windows Server 2003 

(http://www.microsoft.com/windowsserver2003/technologies/security/default.mspx) 

¶ Microsoft Forefront (http://www.microsoft.com/forefront/default.mspx) 

¶ Microsoft ISA Server 2006 (http://www.microsoft.com/isaserver/prodinfo/overview.mspx) 

Privacy 

¶ The Microsoft Trustworthy Computing Privacy Overview 

(http://www.microsoft.com/mscorp/twc/privacy/default.mspx) 

 

http://www.microsoft.com/online
http://www.microsoft.com/serviceproviders/hostingproviders.mspx
http://msdn2.microsoft.com/en-us/library/ms995349.aspx
http://www.microsoft.com/security/default.mspx
http://www.microsoft.com/technet/solutionaccelerators/cits/mo/mof/default.mspx
http://www.microsoft.com/windowsserver2003/technologies/security/default.mspx
http://www.microsoft.com/forefront/default.mspx
http://www.microsoft.com/isaserver/prodinfo/overview.mspx
http://www.microsoft.com/mscorp/twc/privacy/default.mspx

